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• Fifteen (15)years  of academic experience teaching human resources 
management in higher education with years of student career 
development, leadership advising dedicated to SHRM Student Chapters 
(University of Puerto Rico, Río Piedras Campus & University of Puerto 
Rico, Mayaguez Campus).

• Thirteen (13) years of SHRM Volunteer Leader and HRM Diversity and 
Inclusion Advocate. 

• 2016 Best Paper Award ABWIC Conference
• SHRM Recognition on four (4) Outstanding Student Chapter Merit  

Awards and four (4) Superior Merit Award (2012-2019).
• Traumatic Brain Injury Advocate and Member of the Board of Directors 

of LSG Foundation.

Carmen I. Figueroa-Medina, Ph.D.
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Topics

● Introduction

● The Changing Business Environment

● Statistics Over IT Project Failure

● Business Case – Absentee Vote –

Puerto Rico 

● Traditional IT Solution Development 

Frameworks 

● Continuous Need to Adapt (Industry 

4.0 → Industry 5.0, IoT)
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● The Evolving Data Landscape

● DevOps and DevSecOps Model

● Data Governance Frameworks

● The Pillars for Master Data 

Management 

● The Road Ahead

● Conclusions
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Introduction

● In this era of constant change, remote 

collaboration and distributed work 

environment, there’s the ongoing need to 

adapt and embrace new trends and 

technologies

● Customer support and user experience as 

a result of software solutions design is 

critical, both in industry and academia.  

● Learning programs and applications must 

be appealing, dynamic, but most of all, 

secure.
5
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Embracing the Change in Business and Academia (1-2)

● Academia and Corporate On-the-Job training has 

changed due to:

●Accelerated transformation

●Remote and Hybrid work 

● Emergency Remote Teaching (ERT) 

●Academia and Organizations are adapting

● Engaging content that support meeting 

program/course/training objectives at a distance

●Significant changes in contend development 

standards

●Compliance

6
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Academia and Corporate On-the-Job training has changed 

due to:

● Cybersecurity Risks for rapid response and containment

● There is the need to adapt and embrace new trends and 

technologies to secure course content, while making it 

more appealing and dynamic

● Change our mindset and practices

● Adapt and collaborate for continued operations and 

business survival

● Improved user experience in support of improved and 

continued operations

● Data Security and Privacy

Embracing the Change in Business and Academia (2-2)
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• Strong team communications

• Integration and collaboration 
key for organizations' continued 
operations and survival

• Due care, due diligence 

• Data Governance and data 
management standards

• Education and awareness

Continuous Need to Adapt
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Statistics Over IT Projects Failure Rate

● Dollars at Risk in the Average Organization: $74 million

● This data represents 20,821 projects closed in the last 12 months by 134 

organizations.

9
Source: Project Management Solutions, 2021
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Business Case: Absentee Vote – Puerto Rico 

● Issues with absentee vote applications 

upgrade 

○ Operational logistics – Registration, processing 

and voters certification

○ Applications and network perimeter are under 

review and upgrades

○ Critical flaws and gaps have been identified and 

the projects are delayed ahead of June 2, 2024 

primaries

10

Adapted from: Ruiz-Kuilan, G. (2024). Crucial Electoral Dates ahead of Primaries and 

General Election. El Nuevo Dia Newspaper. Las fechas cruciales del año electoral que 

anteceden a las primarias y las elecciones generales - El Nuevo Día (elnuevodia.com)

https://www.elnuevodia.com/noticias/politica/notas/las-fechas-cruciales-del-ano-electoral-que-anteceden-a-las-primarias-y-las-elecciones-generales/
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Industry 4.0 5.0 The Internet of Things (IoT)

Source: Toth, Pay (2022, May 11). Cybersecurity and Industry 4.0 – What You 
Need to Know. NIST-Manufacturing Innovation Blog. 
https://www.nist.gov/blogs/manufacturing-innovation-blog/cybersecurity-and-
industry-40-what-you-need-know



2024 Project Management Symposium 13

Source: Prajwall. (2023). List of Top Cybersecurity Threats in 2024. SprintZeal. https://www.sprintzeal.com/blog/top-cybersecurity-threats

Cybersecurity Issues in a Distributed Work Environment

https://www.sprintzeal.com/blog/top-cybersecurity-threats
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The Evolving Data Landscape 
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The Pillars of Data Governance

Source: Data Governance Framework. Adapted from: Richman, J. (2023). Data Governance: 
Framework, Principles & Best Practices. Estuary. https://estuary.dev/data-governance/

https://estuary.dev/data-governance/
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DevOps and DevSecOps Model
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DevOps and DevSecOps Model

• Teams integration and collaboration 
• Ensure control structures and frameworks 

are configured
• User Interface Design for Continuous 

integration and improved user experience

Adapted from: 

https://tech.gsa.gov/guides/understanding_differences_agile_devsecops/

https://tech.gsa.gov/guides/understanding_differences_agile_devsecops/
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Data Governance Framework

• Set of management 
activities that organizes, 
implement and manage 
a set of structured 
policies, standards and 
procedures for effective 
use of the organization’s 
structured and 
unstructured data.

18

– A sound data governance program 
includes a governance council, similar 
to the security steering committee

– Policies

– Standards

– Procedures

– Metrics for QA

– Roles & Responsibilities
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Data Governance Framework

19

Source: DAMA Wheel. Adapted from: DAMA Rocky Mountain Chapter. 

https://damarmc.org/news

https://damarmc.org/news
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Steps for Assessing and Managing Risk in Projects

❑ Risk identification.   The PM and IT team identifies and 

defines potential risks that may negatively influence a 

tasks, work packages, or processes.

❑ Risk analysis. Once risks are identified, both PM  and 

IT teams analyze the root cause and determines direct 

and indirect impact based on the risk matrix. 

❑ Risk assessment and evaluation.    Identified risks are 

classified to determine severity levels based on the risk 

matrix, measured and quantitively/qualitatively 

analyzed to determine risk acceptance and appetite 

level and the action steps to follow. 

20

❑ Risk mitigation and control. Based on the 

defined metrics, controls are implemented 

and  documented in the risk plan and risk 

log. 

❑ Risk monitoring.   Metrics and follow-up 

assessment to determine whether the 

controls or countermeasures implemented 

are working as expected, or if more fine 

tuning is needed. Keep track of operations 

and certify risks have been contained or 

mitigated.



2024 Project Management Symposium

Conclusion

● There’s an ongoing need to plan IT solutions based on customer or end-user needs 

and expectations.

● There is the need of improved user interface design for continuous user satisfaction 

and support to make programs, applications and contents appealing, practical, 

private and secure.

● In information technology, the user interface (UI) is everything designed into an 

information device with which a person may interact, while controlling and 

safeguarding data integrity and security.

● Embrace change and maximize the use of technological tools available

● Training and awareness is essential for successful project development and 

transition to production

21
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Beautiful San Juan, Puerto Rico!

Sandra Fonseca, DBA, EdD-ID(Abd)

UPR Arecibo Campus & UMGC

Carmen I. Figueroa, Ph.D.

UPR Mayagüez Campus

Thanks for your Attendance!


