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)Speaker bio: Andy Boyle

Distinguished Digital and Cyber Technologist

Leads projects developing analytic capabilities for
Government and commercial clients

DevSecOps industry expert

30+ years of technical PM experience

University of Maryland College Park AIum|
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)Speaker bio: Jason Baker

Chief Technologist, IT Program Manager

Experienced Geospatial Data Scientist with 15+ years
in federal service

Served on NGA Al working groups to guid
agency adoption of Al/ML capabilities s,

UC, Berkeley - M.S. Data Science

2024 Project Management Symposium 4 )




(&> PROJECT MANAGEMENT
CENTER FOR EXCELLENCE

A.J. CLARK SCHOOL OF ENGINEERING

Civil & Environmental Engineering Department

K S
ARYLAS

)What is Al?

e Field of study (not one specific product or appas
revolving around making machines that can
operate similarly to human intelligence

e Taking large amounts of data and using it to make
future predictions

e Comprised of numerous sub-fields
o Ex: Machine learning, natural language processing, computer

vision
2024 Project Management Symposium 3] )
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)What is DevSecOps?

e Development + Security + Operations
e An approach to building software

e Security is integrated throughout the entire process

O
024 Project Management Symposium 6 )
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)Why implement DevSecOps?

e Address Security Issues early o Agility & Speed

A.J. CLARK SCHOOL OF ENGINEERING
Civil & Environmental Engineering Department

e Continuous Security e Risk Mitigation

Improvement e Automation

e Enable a collaborative approach

O
R

Y, Sec
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Quiz: Approximately what percentage
of teams are using Al in DevSecOps?

A: 0%
- (According to a )
[B: 25% ] GitLab study,
approximately 23%
C: 50% of teams currently

use Al in
. 7E0 \BG‘V'S'G'CGPS (GiLab) J
D: 75%
2024 Project Management Symposium 8 )



https://about.gitlab.com/developer-survey/?utm_medium=press_release&utm_campaign=devsecopsplat&utm_content=developersurvey2023_ai#ai
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Where can Al be applied to

DevSeet. .o
eV e (" Summariz Generate
i e Epics release notes
@ Automated

cloud
adaptation
Summariz
e merge

requests

Automatically

' Performanc
coordinate e metrics
dependencigs Automated Bredict maintenance

‘ : testing or user issues )
9
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)Specific uses of Al

e Developer uses Google Bard to write code

e PM uses ChatGPT to create system update
messages

e Software lead uses Userdoc to create software
requirements

e Developer uses Microsoft Security Copilot to run
security checks while coding

e Manager uses GitLab Duo chaf¥0 & A endnrResy "
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)The benefits of Al are real
A, I
o Kk (<] UL

Enhanced Increased Decreased Actionable
security quality costs metrics

Proactive system  Lower risk Increased Lower time
monitoring productivity )
11
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Quiz: What is the worldwide AI market

size expected to reach this year?
A: $50B

G’he Al market size is )
B: $100B expected to reach
$305B this year, a
$65B increase from

\last year. (s Y,

2024 Project Management Symposium 12 )

C: $200B

[D: $300B



https://www.statista.com/outlook/tmo/artificial-intelligence/worldwide
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Follow Al-enabled DevSecOps
processes

D XD X0 YD) XD S
Assess your current DevSecOps process

Select the proper Al tool(s) to use

Ensure all team members have proper Al training

Implement Al into your DevSecOps process

Review and continuously improve your use of Al
2024 Project Management Symposium 13 )
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* Al % * Al % * Al %
Certiied '\ Certifed Certiiied

Automation Release

Architect
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Man ager 2024 Project Management Symposium

ERSIT,
S

@&~ PROJECT MANAGEMENT
4741;, ﬁQ CENTER FOR EXCELLENCE
YL A.J. CLARK SCI G

L OF ENGINEERING
Civil & Environmental Engineering Department

*
Al Architect

Source: FinOps Personas by
FinOps Foundation

3


https://www.finops.org/framework/personas/
https://www.finops.org/
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PMs can drive the injection of Al into
DevSecOps

e

Continuously
Improve
Processes to enable Al-powered
DevSecOps )
2024 Project Management Symposium 15
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Quiz: What percentage of IT spending
Is expected to be allocated to Al by

2029,
/IDC projects that A

B: 30% corporations will
devote 40% of their IT
budget to Al-related

Qech by 2025. (IDC) J

2024 Project Management Symposium 16 )

[C: 40% ]

D: 50%



https://www.idc.com/getdoc.jsp?containerId=prUS51335823

Al-enabled DevSecOps maturity

Level O:

No awareness
of how to use
Al in
DevSecOps

Basic
understanding of

Al in
DevSecOps, no

e‘ieml\”
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‘Eureka’ moment! Value I

greatly increases while costs |
= = = = =aperoff.———— =

Basic adoption Advanced Full adoption

of Al into some adoption of Al into

DevSecOps most DevSecOps
practices practices

of Al into
DevSecOps
practices

|
|
|
|
|
|
|
|
Level 2: Level 3: | Level 4:
|
|
|
|
|
|
|
|
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There is value in Al-enabled
DevSecOps

e Results from a company-wide experiment’
o 24% app delivery acceleratio

Civil & Environmental Engineering Department

o 45% less time spent on security scannin‘
o 18% decrease of incidents in productio‘

o 32% decrease of false-positive vulnerabilitie‘

e 23% of teams currently use Al in DevSecOps?
o Over 90% plan to in the future

Sources: (1 )( %@ 2024 Project Management Symposium 18 )


https://assets.ctfassets.net/vtn4rfaw6n2j/3i4mfSI9mGaeB4FCfBjgjV/7a4c47abcd6b87dbb641bb208ada93e1/T87D27_-_Maria_Nichole_Schwenger_-_2020_DevOps-World-DevSecOps_-_An_Ideal_Use_Case_For_Applying_AI.pdf
https://about.gitlab.com/developer-survey/?utm_medium=press_release&utm_campaign=devsecopsplat&utm_content=developersurvey2023_ai#ai

e\““ks’\“

S PROJECT MANAGEMENT
"741;\— ;\5 CENTER FOR EXCELLENCE
YL ., .  ENGINEERING

A.J. CLARK SCHOOL OF ENGINEERING

Civil & Environmental Engineering Department

) Case study

e Financial services company has DevSecOps troubles
o Problems with custom scripts designed for security scans

|dentify false Analyze and
Q positives in @ prioritize security

security scans issues
e Issues are @ Create dashboards
auto-delivered into to report
Jira effectiveness of Dev
teams

Result: Significantly more secure
DevSecOps cycle, allowing developers to

efficiently identify and fix security issues
2024 Project Management Symposium 19
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https://maverix.ai/how-maverix-helps-to-easily-transform-devops-in-to-devsecops-in-financial-organizations/
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Best practices for organlzatlonal
adoptions of Al-enabled DevSecOps

v
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Mandate training Follow policies and Ease developer fears Mitigate organizational
procedures of losing jobs to Al concerns about Al

& = H»

Test, secure, govern Maintain control of data Start slow — You can Start now — Don’t wait

always ramp up
2024 Project Management Symposium 20
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QUiZ: Among teams Who use%,;; IENTERFOREXCELLENCE
DevSecOps, what is the top Al use

?
(,Z\:a§o?s 1o test code
/Using Al to check A
[BZ Code checks (not testin};) code (Separate
from testing it) is
C: Summarizing epics the current top use
case of Al in

\DevSecOps. @iy /

2024 Project Management Symposium 21 )

D: Suggesting merge requests



https://learn.gitlab.com/devsecops-survey-2023?mkt_tok=MTk0LVZWQy0yMjEAAAGRPSU04EjeCF59CmRqk18-umZWrQ2InVHJFDWkgeEFNO5MOQNPuC67P6tQjPUSXXzgNyLSpcvaggTId8O_28o3vwgI_USA9SvBpXihGGpzXTVKPIs&utm_campaign=devsecopsplat&utm_content=developersurvey2023_ai&utm_medium=email&utm_source=marketo
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Lessons learned from a PM
perspective

o

F o
I.v.l

Security first Private data Be aware of
should stay copyright
private
Don'tignore Watch out Seek out

the human for biased expertise
element datasets 22 )
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)Summary 5/

e Al can be integrated throughout the DevSecOps
cycle

e Al can accelerate delivery, make applications more
secure, and increase developer productivity

e PMs can be the driving force behind getting Al
Implemented on their teams, but it can be wise to
yield to an expert when it comes to specific uses

2024 Project Management Symposium 23 )
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Questions?
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Al-enabled DevSecOps maturity levels

Level O:

No awareness
of how to use
Al in
DevSecOps

Level 1:
Basic

understanding
of Al-enabled
DevSecOps,

no actual use

Level 2:
Basic adoption

of some Al
into some
DevSecOps

\ processes /

2024 Project Management Symposium 26 )

Level 3:
Advanced

adoption of Al
into most
DevSecOps

\ practices /

Level 4:

Full adoption
of Al into

DevSecOps
processes
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)Case study
e Booz Allen —- GAMECHANGEI GAMECHANGER

Evidence-Based Policy; Data-Driven Decisions
o NLP and Al tool to navigate policy documents

o 40,000 documents, 9,000 users, 140,000 queries
o Al use case: Automated testing and data ingestion
o Al use case: Model evaluation framework

o Al use case: Collection of user data for continuous improvement
2024 Project Management Symposium 27
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)Evaluate Session
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